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Network of two hosts using MT6D 

Attacker’s view of two hosts using MT6D; the 

communicating hosts appear and disappear on 

seemingly random addresses 

Since the last Internet Protocol version 4 (IPv4) addresses have been distributed, migration to the Internet Protocol 

version 6 (IPv6) is imminent.  Unfortunately, current methods of IPv6 address assignment, both stateful and 

stateless, use static identifiers that allow geotemporal tracking of users, monitoring and correlation of traffic over 

multiple sessions, and targeting for system-specific cyber-attacks.  Moreover, many of the same threats that 

plagued IPv4, such as man-in-the-middle attacks, network sniffing, and network flooding attacks, are still possible 

in IPv6.  To combat the increasing threat to network security and privacy, the IT Security Lab and the Bradley 

Department of Electrical and Computer Engineering at Virginia Tech have developed the Moving Target IPv6 

Defense (MT6D), which uses a new form of dynamic addressing in IPv6 to secure and anonymize network hosts 

and their communications.  Exploiting the large address space in IPv6, MT6D rotates network and transport layer 

addresses mid-session to prevent hosts from being targeted for network attacks and from having their movements 

and communications observed. 

Static addresses are easy targets for address tracking and 

network attacks.  IPv6 compounds this vulnerability 

because of the way addresses are formed.  MT6D 

prevents attackers from targeting specific addresses by 

dynamically rotating host addresses without impacting 

preexisting sessions.  The dynamic addresses are not 

linked to hosts’ identities, requiring attackers to scan the 

subnet for targets.  We leverage the immense address 

space of IPv6 to provide an environment so large that an 

efficient search is infeasible. In the unlikely event that 

attackers locate a target, the damage they can inflict is 

limited to the interval between address rotations; 

reacquiring the target is infeasible. Most cyber defenses 

are currently static and networks are forced to absorb 

and defend against constant probing and penetration 

attempts.  A moving target defense forces attackers to 

use resources not only to attack and to penetrate targets, but also to constantly find and to reacquire them.  

Attackers thus have very limited windows in which to conduct attacks.  This dynamic defense eases the burden of 

blocking network attacks by utilizing other layers of defenses and creating stronger overall network protection. 

The current limitations of cyber defense capability and the vulnerabilities of networks are well known.  

Government and private industry are both vulnerable to attack and are regularly compromised.  With the Nation’s 

current military and economic dependence on its cyber infrastructure, systems must be secured to protect 

national security.  While the proposition that a system not using a firewall is unsafe is true, its inverse, the 

assumption that a system using one or multiple firewalls is safe, is not true.  Multiple layers of ineffective network 

defenses decrease network usability and increase configuration and management complexity, while offering little 

additional security relative to their overhead.   

As an indicator of the return on investment for security, a 2009 study found an average organizational cost of 

$6.75 million per data breach.  More importantly, the global information technology security market was 

estimated to be $60 billion in 2009 and growing at a compound annual growth rate of 12%.  Given that MT6D is 

based on IPv6, our plan to license this technology is focused first on vendors who can address the US federal 

market, where transitioning to IPv6 is mandated.  We anticipate separately licensing to companies that are in the 

best position to address the commercial market.  Given the ability of MT6D to support privacy, our licensing efforts 

will especially target virtual private network (VPN) and mobile VPN vendors. 
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