
What will it take? Will Operational Technology (OT) disappear 
as we know it today - morphed into the Informational 
Technology (IT) space where both areas are driven by the 
same disruptive technology of the IoE (Internet-of-Everything)? 

Is IT & OT two sides of the same network coin? Same pain, 
same challenges, with same network solutions. Or will these 
respective disciplines require mutual understanding and 
more cooperation to properly address their fundamental 
differences in primary mission, and therefore, really begin 
to holistically add more value to their business - businesses 
that are expected to efficiently compete on a global footing 
as they do locally?

“Change, you know, has subtle quality. It comes 
upon you quietly. It creeps and you continue 
to pleasantly operate on the basis of old and 
comfortable assumptions and premises until 
suddenly, change explodes opportunity in front 
of you. And you are totally unequipped to deal 
with it because your ways of thinking, your 
concepts, your techniques, are all geared to 
an age that is no more!” - Author Unknown

 
 
 
 
 
 
 

This paper examines what current thought leaders are calling 
the IT/OT convergence. It explains the differences as well as 
similarities between IT and OT, addresses the challenges in 
convergence and provides insight into areas that both IT & 
OT professionals must understand to converge in a way that 
truly makes 1 + 1 = 3.

Introduction - IT, OT and the 
Industrial Internet of Things (IIoT)1 
For over two generations, we have called the practice of 
networking computers and devices, IT. IT has become a 
full-fledged operating department of the enterprise, with its 
leadership at the “C” level - the CIO (Chief Information Officer). 
In enterprises where there is no manufacturing and little 
warehousing, IT is the place to go for networking knowledge.

IT early on absorbed the technology of networking and made 
it possible for connected computers and devices to share 
data easily. IT quickly understood the business benefits 
of virtualization technologies and mobile computing with 
devices from laptops to tablets to smart phones. IT also 
adopted remote computing very quickly, using VPNs and 
secure WANs to complement the LANs they had established 
in every enterprise node. 

And IT network administrators developed the Ethernet 
architectures that are used in all networks.

Over the past 20 years IT professionals have continued to 
refine current networking technologies and tend to quickly 
embrace emerging technologies that favor advances in 
network performance.

So... what about OT?

Exactly What is OT?
Enterprises that have manufacturing and/or warehousing 
and distribution operations use a completely different kind 
of networking and device structure than IT does. This is 
sometimes hard to understand because they use many of 
the exact same devices, like computers, switches, cables 
and routers. We call this OT (Operational Technology).
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1 IIoT - The Industrial Internet of Things (IIoT) is the use of IoT technologies in an industrial system
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The history of OT has been more turbulent than that of IT. Both 
process operations and discrete manufacturing operations 
began with simple, single function controllers that operated 
a machine or a process unit. They were designed to replace 
human beings in each of these control loops and were pretty 
simple-minded. In factory automation, they are generally called 
Programmable Logic Controllers (PLCs) and are programmed 
primarily in “ladder logic” (a programming language invented 
by Dick Morley in the early 1970s). In process automation, 
they are commonly loop controllers, and are either standalone 
or part of a Distributed Control System (DCS).

We refer to these processes, whether they are factory or 
process automation, as “islands of automation” but they are 
actually “islands of data and control”.

In the 1970s, special purpose large scale computing devices 
called DCSs began to bring together the islands in the 
process industries. The discrete manufacturing industries 
continued to have islands for another decade, but by the 
1980s, programmable controllers and other field devices, were 
being networked together so that data could be consolidated 
at the operations level.

IT/OT Goals and Objectives
Differences exist across many aspects of what IT and OT 
are expected to deliver to the organization. The below table 
summarizes key items.

Table courtesy: Tim Taylor Ventyx, an ABB company

Further, in today’s connected cyber world where data security 
is more important than ever, things get even more interesting 
in the face of a cyber attack from outside the network.  

Consider this. The prime directive of IT is to preserve the 
data in the servers from harm or compromise. 

In order to do that, the IT managers will shut down any 
portions of the network, or any devices or computers, which 
are compromised by virus or other malware. While this disrupts 
local work and operations, it saves the intellectual property 
of the data in the servers.

This is extremely important when you consider the successful 

hacks that have bedeviled Target Stores, the Department of 
Defense, the government personnel office, and other similar 
enterprises. It is the data that the hackers wanted and they 
used compromised network devices to obtain it. 

The correct response in these instances was to shut down 
the compromised sections of the network and to focus on 
protecting the servers containing the valuable data and 
intellectual property.

The OT world sees things differently. And this is a key 
difference between IT and what we call OT.  

In the event of an attack, the prime directive of OT is to keep 
the operational peripherals, such as controllers, machines, 
and other devices, operating and keep the manufacturing 
processes going. If data in the servers, such as historized 
process information, is lost, so be it.  This data can always 
be recreated from backups, but if you stop a manufacturing 
process suddenly and “ungracefully” you can suffer from 
any number of damaging and dangerous events, up to and 
including explosions, injury and death to operating personnel.  
Not to mention revenue and brand equity loss.

The difference is called Control centered versus Information 
centered networks.

The IT/OT Convergence
In the past decade, forces from outside OT have driven 
manufacturing networks closer and intertwined them with 
Enterprise IT networks. The coming Industrial Internet 
of Things, and Smart Manufacturing technologies, have 
contributed to an increase in the speed of this convergence 
of IT and OT.

IT departments now operate many OT networks, and they 
are, of necessity, working out the problems caused by the 
difference in prime directives.

There are a couple of main key goals of convergence. The 
first goal is to enable those in any part of the enterprise who 
need to see data anywhere in the enterprise. The second 
goal is to establish control variables from any part of the 
enterprise, according to the rules of accessibility.
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manufacturing operations, avoiding scrap and reducing time 
to market.

✓ Flexibility gains: IT/OT convergence will provide better 
transparency with regards to costs and cost structures and 
therefore lead to site efficiencies. The company will also 
become more flexible, allowing for manufacturing to shift 
between locations.

The Need to Mix Control 
Centered and Information 
Centered Networks
And the twain shall meet. What the Industrial Internet of 
Things, a subset of the Internet of Things or the Internet of 
Everything will do is to focus the converged network on the 
sensors.

Control centered networks are becoming Sensor centered 
networks. Sensors produce information, and it is that 
information that IT staff must get out of the control system 
and into the Enterprise data servers, for purposes that are 
more than real-time control of the process or assembly line. 
Such purposes include asset management, supply chain 
integration, distribution chain integration, and real-time input 
to the financial control system of the enterprise.

In order to make such networks practical, several things 
have to happen.

1) Sensors must be made more robust, simpler, and much 
less expensive. This is so they can be affordable in the quantity 
the IIoT requires.

2) The ability to hack into a network from a sensor node 
must be eliminated.

3) Sensor data translation and protocols must be simpler 
and easier to implement, have lower overhead, and be much 
more robust than current protocols. An example is the use 
of MQTT3 as opposed to OPC UA4.

Many of the needed sensors will be required to be wireless, 
and they must be able to be digitally networked so that 
diagnostics can detect when they go down, for whatever 
reason.

The Holistic Enterprise 
Network
In a fully realized converged network, the network is separated 
into zones and conduits to enhance cyber security. Policies 
and procedures are instituted and enforced to allow both IT 
and OT prime directives to be followed. 

IT networks continue to protect the data and intellectual 
property in the servers. OT networks continue to maximize 
production uptime, even at the expense of data in the 
process or discrete manufacturing historian servers. One 
set of network administrators and sysadmins, trained on 
both kinds of networks, is used to operate and maintain the 
converged networks.

And the benefits2 are significant.

✓ Cost reduction: applying similar technology, standards and 
governance principles for IT and OT, will yield easy-to-convert 
synergies in many organizations. Cost cutting should not be 
the only visible driver as it is likely to lead to strong resistance 
from OT departments that foresee their disappearance within 
a global CIO office.

✓ Risk reduction: IT/OT convergence means security issues 
can be jointly addressed by IT and OT, leading to an integrated 
approach that provides enhanced security against intrusions 
from outside the company and to central security governance 
throughout the company. 

✓ Enhanced performance: with the integration of IT 
and OT, time and costs will be saved by allowing for the 
smooth transition of newly-developed products into existing 

2 The Convergence of IT/OT - November 2012 ATOS 
3 MQTT - lightweight messaging protocol for small sensors and mobile devices, optimized for high-latency
4  OPC UA - industrial M2M communication protocol for interoperability developed by the OPC Foundation
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Enter Virtualization and 
Cloud Technology
Virtualization and the Cloud were adopted almost instantly 
by Enterprise IT organizations due to a number of factors. It 
wasn’t clear immediately that these same factors applied to 
OT networks, but it turns out that they did.

These factors included the rapid rate of obsolescence of 
networking devices and computers, both stationary and 
mobile. Supposedly based on Moore’s Law5, the life cycle of 
computing devices (including switches, routers, computers, 
laptops, smart phones, and tablets) is about 18 months, after 
which they become rapidly more obsolete.

Another factor was the rapid advance in uses for Big Data. 
Even more important was the need for data and analytics 
to be accessible by anyone with permission anywhere they 
were, on any available device.

This means that it became necessary for significant data 
storage volume, and increased computing speed to take 
advantage of the data being collected using new Big Data 
Analytics.

OT network administrators rapidly found that they, too, 
were subjected to these same factors. Greenfield control 
system networks were being started up with obsolete PCs 
running the DCS because of the lag between purchasing and 
commissioning. Factory and Process Networks were installed 
using obsolete switches and routers because the product 
life cycle of networking and computing products is shorter 
than the construction cycle of a factory or process plant.

As plant networks became more integrated into the enterprise, 
the need for data, and the analytics for that data, as well as 
the ability to view and manage that data from anywhere on 
any device led to both BYOD (Bring Your Own Device) policies 
in manufacturing and the need for cloud storage of the data 
with access over Internet clients like standard browsers.

After a very short time, the requirements of OT networks 
began to look very similar to the requirements of IT networks.  

Like IT networks, it became apparent that buying some or 
all network software as a service (SaaS) was a way to save 
a large amount of dollars, while avoiding the obsolescence 
of devices and software.

If you buy whatever you need for your network SaaS it is up 
to the service provider to do the updating and upgrading, and 
present you with the latest and greatest versions of hardware 
and software that is available, with a clean upgrade path, and 
service contracts that mean that the network administrators 
don’t have to know everything about everything.

Unfortunately this did not absolve the network administrator 
of the need to be able to see inside the network, even to 
those portions of the network supplied by others SaaS. In 
order to make sure your network services are working as 
required, the network administrator must be able to see into 
the network, all the way.

From Sensor to Boardroom - 
Network Architecture is the Challenge
OT networks are progressing. A transformation of the industrial 
network is in full swing. Sometimes referred to as the Industrial 
Internet of Things, Industry 4.0, or Digitization, it is clear 
industrial firms have begun to use available technologies 
to completely revamp their business model. This realization 
by the industrial professionals is key in moving the IT/OT 
convergence to reality.

The Industrial Internet of Things (IIoT) is a Sensor focused 
network. It is designed to be completely integrated into 
both Control focused networks at the plant level and Data 
focused networks at the enterprise level. Because the IIoT is 
designed to maximize the amount of data throughput to the 
enterprise and the Control System, many IIoT sensor networks 
are connected both to the Cloud (for asset management, 
simulation and modeling, and similar non real-time tasks) 
and to the Control System for real-time bidirectional control, 
and with enterprise requirements being served by the Cloud. 
This means that each data point may have two or more 
destinations in the network.

We should expect the complexity of IIoT networks, with 
virtualization and Cloud Computing, along with both hardware 
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5 Gordon E. Moore, co-founder of Intel, 1st to observe a doubling every year in the number of components per integrated circuit
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and software as services to become greater, and that means 
that the need to continuously monitor and run diagnostics on 
these networks will be correspondingly greater with increased 
complexity.

Just how complex will IIoT networks become? Current 
numbers of sensors at typical process plants cluster around 
40,000 sensors. The IIoT will increase those numbers 
exponentially to something over 250,000 sensors per plant. 
Each of those sensors will be producing near real-time data 
at an update rate of four times a minute, or 250 milliseconds 
per datum. That means each sensor will be producing over 
5,000 data points per day. That’s 1.44 billion data points per 
plant, per day. Each of those sensors needs to be monitored 
and diagnostically checked for proper operation as part of 
the network.

It is essential that the IT/OT network administrator have tools 
that allow true and total visibility of the network in real-time, 
permitting the network administrator to view, review, and 
perform analyses on the data at any point. Diagnostics and 
alerts are capable of telling the administrator when a sensor 
or a sensor network goes down, so that emergency service 
can be assigned and performed.

Converged Networks – a Peek 
into the Future

Statseeker suggests that every enterprise network will be 
made up of sub-networks that are either Data centered, 
User centered, or Sensor centered. Each of these networks 
will interface directly with all other networks in the enterprise.

This will make the job of the network administrator significantly 
more difficult than it is today, with mostly independent networks 
in the enterprise or on the plant floor. These networks will 
need to be subsumed together to provide the benefits that 
Big Data, analytics, the Internet of Things, and the Cloud 
will provide.

Network monitoring solutions will become even more essential 
for the proper administration of these highly complex networks.

When planning for the future, look for network tools that will 
enable you to poll the entire network in less than 60 seconds. 
No longer will you be able to only look at ‘mission-critical’ 
devices because your network infrastructure monitor can 
only poll a network every 5 minutes or so. You must know 
what all devices are doing - or not doing - on your network, 
all the time. Fast polling will be a mandatory feature. And the 
growth of networks will demand that the standard be less 
than 60 second polling for your entire network. 

Scalability will be another key factor. Network solutions that 
easily scale to meet the explosive growth rate of your network, 
and do so, in a CAPEX/OPEX friendly way is crucial.

And finally, it will no longer be acceptable to average the 
data - granularity of data for quick network forensics will be 
the norm. Your network monitoring solution must be able to 
provide original granularity to all of your data.
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Summary

Successful IT/OT convergence requires:

✓  Development of joint standards and governance structures to align IT and OT

✓  Combined management and execution of cross-technology projects

✓  Alignment of duplicate and overlapping processes

✓  Development of inter-disciplinary skills within both domains 

✓  Combining the split responsibilities between IT & OT, especially concerning security

✓  Single management and monitoring of the now separate infrastructures

Benefits related to IT/OT convergence will require closer alignment of network and business strategies, increased 

organizational set up and data, as well as the cooperation of both IT/OT staff involved.

Image courtesy - Automation Research Corp


